MERGING TECHNOLOGIES

Cisco C1300-8 Auto-configuration

0 General Info.

This is in no case an exhaustive configuration procedure, It's a simple guide on how to configure these
switches to use them with Ravenna/AES67 networks.
This guide applies to the whole Cisco Catalyst series (C1300)

Before Starting

Important! If you have problems accessing the switch for configuration when connected to the Merging
MassCore PCle Ethernet card (NET-MSC-GBEX1) please connect it to the PC’s on-board Ethernet port. When

configuration is completed reconnect the switch to the MassCore Ethernet card.

A Connecting_several Cisco switches together requires additional configuration.

Please also see the Multiple network switches considerations page and Cisco Multiple switches configuration

guide.

A Dante-AES67 devices requires an additional configuration, not included in the configuration files.

See the Dante devices Multicast Group configuration page for details

Cisco C1300 Switch Auto-configuration Procedure

1. Plug a network cable from the switch and to your computer.
The switch will need to initialize, this will take a few minutes before being accessible.

2. Set your computer to use an IP in the 192.168.1.x address pool.

v How to manually setup an IP address on Windows

Go in Windows Control Panel > Network and Sharing Center, then click on Change Adapter settings (left)
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Right click on the adapter that you have to configure and select Properties.

Select the Internet Protocol Version 4 (TCP/IP), then click on the Properties button.

Set it to "Use the following IP addresses", then enter the IP address. It must be in the same range as the
Cisco switch connected on it, for example : adapter IP is 192.168.1.1

The Subnet mask is mandatory; Windows can set it automatically, simply click in the Subnet mask field.

You may need to also change the attached network device(s) IP address, consult their documentation for


https://help.neumann.com/hc/en-us/articles/36898652125586-Multiple-network-switches-recommendations
https://help.neumann.com/hc/en-us/articles/36896261886610-Cisco-Multiple-switches-configuration
https://help.neumann.com/hc/en-us/articles/36896261886610-Cisco-Multiple-switches-configuration
https://help.neumann.com/hc/en-us/articles/36788917421330-Dante-devices-Multicast-Groups-configuration-Cisco-switches

details.
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v How to manually setup an IP address on MacOS

Go in the System Preferences and select Network.
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Select the adapter that needs to be configured, and click on the arrow next to Configure IPv4.
Select Manually in the drop down list, and enter the required IP address.
It must be in the same range as the Cisco switch connected on it, for example : adapter IP is 192.168.1.1
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The Subnet mask is mandatory; MacOS can set it automatically, simply click in the Subnet mask field.

3. Open a navigator page to navigate to http://192.168.1.254 (Cisco switches default IP address)
You will be prompted to enter the user name and password to login.

Default user name: cisco Default password: cisco
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4. After the login prompt, you will be asked to set your own password.

Please note the minimum character numbers and password complexity required.
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If you wish to change the password later, you will have to go in the Administration > User Accounts page.
Resetting the switch to "factory defaults" will also require to do this step again.

5. For ease of use, please activate the side bar by clicking on the blue icon on the top left corner.

e il ©1300-8FP-26 - switch847630

6. The Administration page will now load and you can start configuring your switch.
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7. Download the latest configuration file for your Cisco C1300 switch model :

© cCisco C1300-8 - Single VLAN (7
Cisco C1300-8 - Dual VLAN [Z Port1to 4 and 9 : Regular network, Port 5 to 8 and 10 : Ravenna Network
Note : After applying the Dual VLAN config file, the switch Administration pages will only be accessible on
port 6 to 8 and 10.



https://samergingbetadownloads.blob.core.windows.net/externallinks/CiscoC1300/C1300-8-1VLAN-StartupConfig2.1.txt
https://samergingbetadownloads.blob.core.windows.net/externallinks/CiscoC1300/C1300-8-1VLAN-StartupConfig2.1.txt
https://samergingbetadownloads.blob.core.windows.net/externallinks/CiscoC1300/C1300-8-1VLAN-StartupConfig2.1.txt
https://samergingbetadownloads.blob.core.windows.net/externallinks/CiscoC1300/C1300-8-2VLAN-StartupConfig2.0.txt
https://samergingbetadownloads.blob.core.windows.net/externallinks/CiscoC1300/C1300-8-2VLAN-StartupConfig2.0.txt
https://samergingbetadownloads.blob.core.windows.net/externallinks/CiscoC1300/C1300-8-2VLAN-StartupConfig2.0.txt
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The Merging RAVENNA configuration file will auto-configure various settings /protocols to optimize the RAVENNA
| AES67 network, and also sets the definitive fixed IP address of the switch: 169.254.1.254)

8. Go to Administration > File Management.

Select File Operations.

9. Operation Type : Update File
Destination File Type : Startup Configuration
Copy Method : HTTP/HTTPS
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10. Now click on Choose File and in the choose file window, browse to the configuration file you want to import.
Select the configuration file and click on Open.

11. Back in the main window, click on Apply to load your configuration file into the Startup Configuration.

Once imported, the switch will send a notification that the operation has been completed.

© Syslog Notification (Notice):

12. You must now restart the switch for the changes to apply.
Click Administration > Reboot
Select Immediate and click on Reboot button.

Note that the device might take some time to reboot.

Reboot Hoboot

D

13. The switch will now change its IP address to 169.254.1.254, therefore the 192.168.1.254 page you are actually_

using_will stop responding.

To be able to access the switch now, please set your computer to use an IP in the 169.254.x.x address pool.
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Refer to the_"How to manually setup an IP address" above, but this time, set your network adapter
to automatically obtain an IP address (Windows) - Using DHCP (MacOS)

14. The switch is now configured and ready to use, and the Merging RAVENNA Network Card should have auto-
configured itself with an IP in the 169.254.x.x range.

15. You will have to log in using the same default credentials as point 3, to then chose a new user login and
password.

Please note that any changes requires you to click on Apply and that you then have to go in Administration > File
Management > File Operations to properly save the changes (Duplicate from the Running Configuration to the

Startup Configuration)

© ssm-1GMP V3

The configuration files are set to use IGMP v2. If you plan to use SSM (Source-Specific Multicast - see
Merging devices Advanced pages), you will have to activate IGMP v3 manually.
Please see the C1300 Manual configuration


https://merging.atlassian.net/wiki/spaces/PUBLICDOC/pages/4819248/Cisco+CBS350-8+Auto-configuration.#CBS350WinIP
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C1300 Managed switch manual configuration
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O General Info.

This is in no case an exhaustive configuration procedure, It's a simple guide on how to

configure these switches to use them with Ravenna/AES67 networks.

© Connecting several Cisco switches together requires additional configuration.

Please also see the Multiple network switches considerations page

Important note for DANTE-AES67 devices

When Dante devices are connected to a Cisco switch configured with the Merging settings, an
additional configuration step is required.

Please follow the instructions below after the switch configuration.
Access C1300 switch Administration page

1. Plug a network cable from the switch and to your computer.

The switch will need to initialize, this will take a few minutes before being accessible.

2. Set your computer to use an IP in the 192.168.1.x address pool.

v How to manually setup an IP address on Windows

Go in Windows Control Panel > Network and Sharing Center, then click on Change
Adapter settings (left)
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https://help.neumann.com/hc/en-us/articles/36898652125586-Multiple-network-switches-recommendations
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Right click on the adapter that you have to configure and select Properties.

Select the Internet Protocol Version 4 (TCP/IP), then click on the Properties button.

Set it to "Use the following IP addresses", then enter the IP address. It must be in the
same range as the Cisco switch connected on it, for example : adapter IP is 192.168.1.1
The Subnet mask is mandatory; Windows can set it automatically, simply click in the
Subnet mask field.

You may need to also change the attached network device(s) IP address, consult their

documentation for details.
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v How to manually setup an IP address on MacOS

Go in the System Preferences and select Network.
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Select the adapter that needs to be configured, and click on the arrow next to Configure
IPv4.

Select Manually in the drop down list, and enter the required IP address.

It must be in the same range as the Cisco switch connected on it, for example : adapter IP
is 192.168.1.1
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The Subnet mask is mandatory; MacOS can set it automatically, simply click in the Subnet

mask field.

3. Open a navigator page to navigate to http://192.168.1.254 (Cisco switches default IP
address)

4. You will be prompted to enter the user name and password to login.

Default user name: cisco

Default password: cisco

] o
Cisco

Switch

Username

Password

English ~

Secure Browsing (HTTPS)

5. After the login prompt, you will be asked to set your own password.
Please note the minimum character numbers and password complexity required.

vl 61300-8FP-26 - switch8a7b30 Engish v Basc

cisco coeo | E19 o®
Change Default User Cancel
For security reasons, it is required to create a new 1 user for device

This will delete the default user.

For password strength requirements, refer to the user guide.

# User Name: (0/20 characters used)
Suggest Password
Password: (0/64 characters used)

Confirm Password

Password Strength Meter: [l Selow Minimum
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If you wish to change the password later, you will have to go in the Administration > User
Accounts page.
Resetting the switch to "factory defaults" will also require to do this step again.

6. Log back into the switch using the credentials you just chose

7. Set the switch in Advanced mode on the top right corner.

Q benchmark | English - Basic - o o =

Advanced

For ease of use, please also activate the side bar by clicking on the blue icon on the top left

corner.

@ ; ‘el C1300-8FP-2G - switch847b30

8. By default, the switch may ask you to renew the password every 6 months.
While this behavior enhances the security, you may disable it in Security > Login Settings, by
removing the Password Aging option.

9 111 Cra00-88R- 265 - st QL seechit Enis - Asanced ~| @ @
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Single VLAN Configuration

The first step is to change the IP configuration to use an APIPA address (Automatic Private
Internet Protocol Addressing).

The administration page will then be only accessed trough this new IP.

Setting the switch in the APIPA IP range ( 169.254.0.08/16 ) will ensure that you can always
access its administration page.

Merging Ravenna devices generally use APIPA IP range to communicate over the network
(Network - Auto setting on Horus/Hapi/Anubis/...)

1. Browse to IPv4 Configuration > IPv4 Interface
Click on the + button to add a static address
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VLAN Management e C1300-8BFP-2G - switch847b30 English - Advanced ~  [wp

Spanning Tree

IPv4 Interface Cancel

MAC Address Tables

IPvd4 Routing: v Enable
Multicast

IPv4 Interface Table

Oz

. ] Interface IP Address Type IF Address Mask Status
IPv4 Static Routes
O  WLANA1 DHCP 0.0.0.0 255.255.255.255 Mot received
IPv4 Forwarding Table ¥ WLAN1  Default 192.168.1.254  255.255.255.0 Valid

2. Set the IP Address type to Static IP Address.
Enter 169.254.1.254 in the IP Address field.
For the Mask setting, select Prefix Length and enter 16.

That will make your switch administration page respond to that IP address.

Add IP Interface X

Interface: ) Port O LAG ® VLAN 1+~ (O Loopback

IP Address Type: (O Dynamic IP Address

() Static IP Address

# |P Address: 169.254.1.254
% Mask: O Network Mask
(® Prefix Length | 16 Range: 8 - 30)

3. Click on Apply to save the changes.
The switch will ask you to confirm the change.

4. The switch will now change its IP address to 169.254.1.254, therefore the 192.168.1.254 page
you are actually using will stop responding.

5. To be able to access the switch now, please set your computer to use an IP in
the 169.254.x.x address pool.

Refer to the "How to manually setup an IP address" above, but this time, set your network
adapter to automatically obtain an IP address (Windows) - Using DHCP (MacOS)
6. Enter 169.254.1.254 in your browser, and enter your credentials.

Make sure the switch administration page is in Advanced mode (top right corner)
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7. Please browse to Multicast > Properties.

Set the Bridge Multicast Filtering Status to Enable
Set both Forwarding method for IPv6 and IPv4 to IP Group address.
Clic

once done.
e

Properties

k on Apply

Eridge Multicast Fikering Status:

VLAM ID:

Forwarding Mathod far IPv:

Farwarding Mathod for [Bvd: ¢

C1300-BFP-2G - switchB47b30

< Enabie

MAL Group Address

) Source Specilic IP Group Address

3 MAC Group Address

) Source Specific IP Group Address

8. Now go in Multicast > IPV4 Multicast Configuration > IGMP Snooping.

Enable both the IGMP Snoo
Then click on on Apply.
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1 Disabled Disabiod Disatsled Disabikad Erabied vz
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10. Configure the IGMP Snooping Settings as on the picture below, and click Apply once done.
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Edit IGMP Snooping Settings X
WLAN 1D 1w

IGMP Snooping Status: +f Enable

MRouter Ports Auto Learn: [ Enable

Immediate Leave: (0 Enable

@ Last Member Query Counter: (&) Use Query Robustness (2)

O User Defined

IGMP Querier Status: ¥ Enable
IGMP Querier Election: [+ Enable
IGMP Querier Version: ® v2

O w3

Querier Source IP Address: (& Auto

() User Defined

Note: SSM - IGMP v3

If you plan to use SSM (Source-Specific Multicast - see Merging devices Advanced
pages),please activate IGMP v3.

11. Go in Multicast > IPV4 Multicast Configuration > IGMP VLAN Settings
Click on the radio button to select and then click on the Edit icon.

e Hialve c1300-87P-26 - switchBa7030 Q) owenman  English «  Atanced - @ 6 @

IGMP VLAN Settings

IGMP Settings Table
@
Router Query Query Query Max Response  Last Member Query  Multicast TTL
Entry No.  Interface Name  IGMP Version  Robustness  Intenval (sec)  Interval (sec) Intenval (msec) Threshald
I 0 l 1 VLAN 1 v3 2 125 10 1000 o

12. Please set the Router IGMP Version to v2
And the Query Interval to 30
Click on Apply
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Edit IGMP Settings X
Interface Name: VLAN 1~
Router IGMP Version O
O w3
# Query Robustness: 2
# Query Interval: 30 sec (Rang

# Query Max Response Interval: | 10
# Last Member Query Interval: 1000 S (Ra

# Multicast TTL Threshold: o] ps (Range: 0 - 2 L ult

Close

Note: SSM - IGMP v3

If you plan to use SSM (Source-Specific Multicast - see Merging devices Advanced

pages),please activate IGMP v3.

13. Browse now to Multicast > Unregistered Multicast
Set all ports to Filtering
Click on Apply

Benchmar | ENGESH - Menced - Q@

®

@ 1 C1300-8FP-2G - switch847, Q

Unregistered Multicast Concel

Fiter:  interface Type equalsio  Port -

Part GE1 GEZ GE3 GE4 GES GE6 GE? GEB GED GE10

freing [® ® ® ® ® ® ® ® ® 6

up Address

1P Multicast Group
A

14. Go to the Multicast > IP Multicast Group Address
Click on the “+” icon :
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IP Multicast Group Address

Status and Statistics

Administration

Port Management The Bridge Multicast Filtering is currently enabled.

Far IP Multicast Configuration to be effective, the Bridge Multicast Filtering must be enabled.

Smartport

IP Multicast Group Address Table

VLAN Management

+ ]j[ Details

Spanning Tree
MAC Address Tables Filter: (0 VLANID equals to =
[ IP Version equals to

IP Multicast Group Address equals to

Properties

MAC Group Address

[J VLANID IP Multicast Group Address  Source IP Address

Source IP Address equals to Go Clear Filter

O 1 224.0.0.251 *

15. Add the “224.0.0.251” IPV4 address, on VLAN 1, to allow discovery of the devices and

streams :

Add IP Multicast Group Address X

2 WLAN ID: 1 (Range: 1 - 4094)
IP Wersion: (O Version 6

# [P Multicast Group Address: | 224.0.0.251

Source Specific: O Include

# Source |P Address:

Click on Apply once done.

16. Now, select this new address, and open its “details :
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IP Multicast Group Address

Search

Status and Statistics
Administration

Port Management The Bridge Multicast Filtering is currently enabled.

Far IP Multicast Configuration to be effective, the Bridge Multicast Filtering must be enabled.
Smartport
IP Multicast Group Address Table

VLAN Management

+o
Spanning Tree

MAC Address Tables Filter: [ VLANID equals to R

[ P Version equals to

) IP Muiticast Group Address equals to
Properties

Source [P Address equals to

MAC Group Address

[J  VLANID IP Multicast Group Address  Source IP Address

M 1 224.0.0.251 *

17. Set the routing of this IP to “static” on every port :

IP Multicast Interface Settings X
VLAN 1D: 1
IP Version: Version 4

IP Multicast Group Address: 224.0.0.251

Source IP Address: *

Filter: interface Type equals to | Port ~

Interface GE1 GE2 GE3 GE4 GE5 GE6 GE7 GEB GES GE10

Static I(;) (O] @ (O] (O] (O] (®) (O] (O] (O] I

Dynamic
Foiddlen O O O O O O O O O O

) ) ) ) I ™ ™ ™ ) )
one ()] [ (] (] [ ) ] ] ()] [
- L S - -y S J J - L

Click on Apply once done.
18. By default, Green Ethernet settings are applied, this needs to be disabled.
Please browse to Port Management > Green Ethernet > Properties
Untick both Energy Detect Mode and Short Reach, and untick 802.3 Energy Efficient
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Ethernet (IEEE) as well.

Click on Apply once done.
g C1300-8FP-2G

Properties

Energy Detect Mode
Short Reach:

UDLD Port LEDs:

PoE

Green Ethernet

Port Settings

swilchBdT

For the fnctions andjor parsmatars configured on this page to become effective,

you may have to configure the comespending port based parameters on

B02.3 Enemy Efficiant Eshamat (EEE)

15 page.

19. By default, the Bluetooth functionnality is also enabled.

You may disable it under Administration > Bluetooth Settings

Untick Bluetooth Service

Click on Apply once done.

Bluetoath Device Mame:

Usa
BT Interface Description
BT IF Interface %) Non
Uses
BT IP Address
BT IP* Mask:

Pra

Mot Rea

Bluetooth Settings
PiN: 5 Encrypied  qehb? OnuBiighKKPobdDCg

O Panteast

%) Switch Host Name

r Defned

-

v Defned

Network Mask

T Lengih

iy

Q Benchmat  ENglsh - Aanced - () €

m SRR Dy Sersitive: Data as Plaintext

20. Browse now to Quality of Service > General > QoS Properties.

Set QoS Mode to Basic.
Click on Apply

QoS Properties

QoS Mode: O in

Advanced

Interface CoS Confguration Table:

&

= General

Fiter:  Interface Type equals to

5 = swiachBd 7030

Pe = n

Q Berctmat | English ~ Advanced 0 0 »

21. Go now in Quality of Service > QoS Basic Mode > Global settings.

Set Trust Mode to DSCP
Click on Apply.
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a : C1300-BFP-26 - switchB4 7530 Q) orchmac Englsh - | adanced - @ €
P General
Global Settings DSCP Override Table ..pn,. Cance
Trust Mode: O CoS/802.1p
Co5/802.1p-DSCP
Ovarrids Ingress DSCP: (] Enabhe

22. Go back to Quality of Service > General > DSCP to Queue.
Change the DSCP to Queue Settings as shown in the following picture and click Apply once
done.

G - switch84 Thid Q) ssncrman | English - atanced =~ @) €

F MAC Address Tables 9

DSCP 1o Queue Table

Ingress DSCP Output Cusue Ingress DSCP Output Cusue Ingress DSCP Output Queue Ingress DSCP Chutput Queus
0 (BE) 2~ 16 (C52) 1= 32 (CSa) 1= 48 (CS6) Bw
2 1~ 18 (AF21) 1= 34 (AFa1) G-
1~ 20 (AF22) 1w 26 [AFa2) 1w
= General
eners ] 1 22 (AF23) 1w 38 (AFA3) 1w 54
B (C51) L 24 (C53) L 40 (Cs5) L 56 [CS7) B
57
10 (AF11) 3~ 26 (AF31) 4 58
3 43 5%
12 (AF12) 3w 28 (AF32) 1- 44 B0
4 &1
14 (AF13) 3~ 30 (AF33) 1~ 46 (EF B2
47 63
Queus 1 has the lowest priority, queue 8 has the highast prionity.

Note : Queue 34 : RTP AES67 / Queue 46 : PTP AES67 / RTP Ravenna / Queue 48 : PTP
Ravenna / Queue 56 : PTP Dante

23. Now is a good time to save the configuration.
Go in Administration > File Management > File Operations.
Select Duplicate as Operation Type.
Source File Name : Running Configuration
Destination File Name : Startup Configuration

Click on Apply
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File Operations Cance

Cperation Typs: ) Updata File
() Backup Fila

&) Duplicate

Sowrce File Name:

This will apply the current settings to the start up configuration.
In other terms that makes the configuration to be permanent (unless a reset of the device is
done).
24. You must now restart the switch for the changes to apply.
Click Administration > Reboot
Select Immediate and click on Reboot button.
Note that the device might take some time to reboot.

e C1300-BFP-2G - swilch847b30 Q, Borchmarc | Eniish - adanced < @ @ b

Reboot Cance

To rebaot th deviee, cick the ‘Reboat” button

Retoot|s) immediate

Date Timea
) Days Hours Minites

Restore to Factory Defaults

Clear Startup Conbguration File

Dual VLAN Configuration

By default the switch already has VLAN1 created with defaults for regular networking.
So we will be adding VLANZ for the for the Ravenna AES67 networking.

VLANT1 : will be used for regular networking.

VLAN2 : will be used for Ravenna AES67.

Once connected to the switch as described above.

Note : The switch Administration pages will only be accessible from VLAN 2.

1. Go in VLAN Management > VLAN Settings
Click on the + button at the bottom of the VLAN Table.
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e il o13p0-aFP-2G - switchd? Q Bercherac  English v Adweced - @ @ @

WVLAN Settings

WLAN Table
Port VLAN Membarship F =
P WLAN Transiation Link Status

WLANID WLANMName Originators  VLAN Interface State  SNMWP Traps

Difault Enabiad Enabilad

2. Set the VLAN ID: 2 and enter a VLAN NAME (can be anything you want, please do not use
special characters).
Make sure VLAN Interface Status and Link Status SNMP Traps are both active.

Click on Apply once done
Add VLAN X

@ VLAN

2 VLAN ID: 2 Range: 2 - 4094)

WLAN Name:  RAV/AESE7 9/32 characters used)

WLAN Interface State: |~ Enable
Link Status SNMP Traps: |~ Enable

() Range

# WLAN Range: - (Range: 2 - 4094)

3. Go to VLAN Management > Port to VLAN,
In the Filter section, set the VLAN ID to 2, and Interface Type to Port.
Click on Go.

VLAN Settings

Port to VLAN

VLAN Membership Table

Port VLAN Membership Filter: VLANID equas o

* VLAN Translation

Interface Settings

AMD Interface Type equals s Port -

Private VLAN Settings Intorface Name  VLAN Mode  Membership Type  PVID
GE1 Access
GE2 Access v
GE3 -
GE4
GES
GES @
GE7 Acce
GE Acce
GEZ Acce! 1

GE10 Access Excluded ~
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4. Now you can see that all ports for VLAN 2 are excluded, you need to assign the required
ports to this RAVENNA/AES67 VLAN.
Set the required ports from Excluded to Untagged (in the picture below, ports 5 to 8 and port
10 are assigned to VLAN 2.
Click on Apply once done.

e CN300-8FP-2G - swilch4T530 Q senchwran | Engish © Abencd < D) @
Port to VLAN E
VLAN Membership Tabile

Filtler: WANID equalsto 2 -

Interface Name  VLAN Mode  Membership Type  PVID
GE1 Accs
GEZ Acge
GE3 Acca
GE4 Aece:
GES Acces
GEE Acce:
GE7
GES
GES Acce
| cewo Accoss Uniagoed ~ |

5. You may now check your VLAN1 config.
In the Filter section, set the VLAN ID to 1, and Interface Type to Port.
Click on Go.

e lierlne ©1300-8FP-26 - switchBa? Q Benchmark  ENglish v Adanced ¢ Q) @ @
Port to VLAN m Cancl
VLAN Membarship Table

Fiter: VLANID equalsto 1 ~

Interface Name  VILAN Mode  Membership Type PVID

GE1 Access Untagged ~

o a ale o o
= 8 RBl& B B

You can see that the ports you have added to VLAN 2 are excluded from VLAN 1.

6. Browse to IPv4 Configuration > IPv4 Interface

Click on the + button to add a static address
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IPv4 Interface m Cancel

1Pvd Rouling: [ Enabie

IPvd Interface Table

Flzea

Interface 1P Address Type 1P Address Mask Status

AN 1 DHCP 0,000 255.256,255.255 Mot received

o VLANI Default 192.168.1.254  255.255.255.0 Wald

7. Make sure VLAN is setto 2

10.

Set the IP Address type to Static IP Address.

Enter 169.254.1.254 in the IP Address field.

For the Mask setting, select Prefix Length and enter 16.
Add IP Interface X

Interface: O Port O LAG O Loopback

IP Address Type: () Dynamic IP Address
(® Static IP Address

& |P Address: I 169.254.1.254

o Mask: O Network Mask

Iq.- Prefix Length | 16

Close

. Click on Apply to save the changes.

The switch will ask you to confirm the change.

. The switch will now change its IP address to 169.254.1.254, therefore the 192.168.1.254 page

you are actually using_will stop responding.

To be able to access the switch now, please set your computer to use an IP in
the 169.254.x.x address pool.

Refer to theCisco CBS350 Managed switch manual configuration.#IPWin"How to manually

setup an IP address" above, but this time, set your network adapter to automatically obtain
an IP address (Windows) - Using DHCP (MacOS)

Please make sure you are physically connected to a port assign to VLAN2 (in our example,

port 6)

Note : you can do the same operation for VLANT1, to be able to access the Management
interface for both VLANS.

But you have to use another IP address (192.168.1.254 for example)


https://merging.atlassian.net/wiki/spaces/PUBLICDOC/pages/4819555/Cisco+CBS350+Managed+switch+manual+configuration.#CiscoCBS350Managedswitchmanualconfiguration.-IPWin
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11. Enter 169.254.1.254 in your browser, and enter your credentials.

Make sure the switch administration page is in Advanced mode (top right corner)

Q benchmark | English - Basic ~ 9 0 =

Advanced

12. Please browse to Multicast > Properties.
First set the VLAN ID to 2
Set the Bridge Multicast Filtering Status to Enable
Set both Forwarding method for IPv6 and IPv4 to IP Group address.

Click on Apply once done.
Lo ent 1 e . G1300-8FP-2G - swilchdd 7h30 Q orctmae Enish v Avanced < @ @ @

Properties Cancel

Bridge Mulicast Filtering Status

wAND. B

Fonwardng Method for IPVE: (2} MAC Grougp Address

% IP Group Address|

O Sewrce Speeihe IP Group Address

Forwarding Method for IPvé ) MAG Group Address

%) IP Group Address|

13. Now go in Multicast > IPV4 Multicast Configuration > IGMP Snooping.
Enable both the IGMP Snooping Status and IGMP Querier Status checkboxes.
Then click on on Apply.

e C1300-EFP-2G - swachB4 7030 Q Benctmart | English ~ Adwanced 90
IGMP Snaoging is only eperational when B Filleving is enabled. Bridge Mullicast Filering is currently enabied.

IGMP Snaoping Status: 117 Eratie

IGMP Querier Satus 1 Enabia

F >
IGMP Snooping Status IGMP Querier Status
—_—  MRouter Pons  Immadiate  Last Mamber —_— IGMP Queniar  IGMP Oueri
Entry No. VLAN ID  Administrative  Operational  Auto Leam Leave Query Counter  Administrative  Operational  Election Version
1 1 Disabled Disabled Disabled 0 Disabilext Disabied Enabled
Disablod Disablod Enablod Dsabled 0 Disabiled Disablod Enablad

M

14. On the IGMP Snooping Table, click on the radio button on the VLAN ID2 line to select and

then click on the Edit icon.
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IGMP Snooping

IGMP Snocping &

IGMP Snocping SIEIS (7 Enatig

e Hia i £1300-85P-26 - switchBa7030

only operational when Bridge Mutica:

Q Besenmare  English

Advanced -

(> NC

m Cancel IGMP Snooping I Multicast Graup

ng ks enabled. Bridge Mulicast Filtering & currently enabled

IGMP Querier Status: [~ Enable
IGMP Snooping Table
IGMP Snooping Status IGMP Cuerier Status
—  MRouerPorts  Immediate  Last MEMDe e IGMP Querier  IGMP Queric
Entry No.  VLANID  Administrative  Operstionsl Ao Leam Leave Query Countsr  Administrative  Operational  Elaction Wiersaon
1 1 Disabled Disabied Enabied Disabled 0 Disabied Disabled Enalled w2
& 2 Z (nsanled Drsabiad Enabled Drsabled [ Disabsad Drsaiied Enabied w2

15. Configure the IGMP Snooping Settings as on the picture below, and click Apply once done.

Edit IGMP Snooping Settings

WLAN ID: 2w~

IGMP Snooping Status: v Enable
MRouter Ports Auto Learn: (J Enable
Immediate Leave: () Enable

@ Last Member Query Counter: (&) Use Query Robustness (2)

O User Defined

IGMP Querier Status: + Enable
IGMP Querier Election: + Enable
IGMP Cuerier Version: ® v2

O w3
Querier Source IP Address: (& Auto

() User Defined

Note: SSM - IGMP v3

X

If you plan to use SSM (Source-Specific Multicast - see Merging devices Advanced

pages),please activate IGMP v3.

16. Go in Multicast > IPV4 Multicast Configuration > IGMP VLAN Settings
Click on the radio button on the VLAN 2 line to select and then click on the Edit icon.

IGMP VLAN Settings

WGMP Settings Table
[e]

Entry No.  Inberface Name

e _. C1300-8FP-2G - switch847,

[ —

Advanced

(2 i iC

Query Max Responss  Last Member Query  Multicast TTL

Query
IGMP Vorsion  Robustness  Interval (sec)  Interval (sec)

Intorval (msec) Threshold

1 VLAN 1

5 2 VLAN 2|

2

2

125

125

0

L]

1000

1000 o
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17. Please set the Router IGMP Version to v2
And the Query Interval to 30
Click on Apply

Edit IGMP Settings X
Interface Name: VLAN 2 -~
Router IGMP Version O v
® v2
O3
% Query Robustness: 2
© Query Interval: 30

# Query Max Response Interval: 10
@ Last Member Query Interval: 1000 mS (R

# Multicast TTL Threshold: 0 s (Ranae

Apply Close

Note: SSM - IGMP v3

If you plan to use SSM (Source-Specific Multicast - see Merging devices Advanced
pages),please activate IGMP v3.

18. Browse now to Multicast > Unregistered Multicast
Set the ports you have assigned to VLAN 2 to Filtering (in our example, ports 5 to 8 and 10)
Click on Apply
\ P Y — R - - ot - @ @

Unregistered Multicast Cancel

Filtar:  intrface Type equalsto  For -

e 0 0 0 0 g o @
19. Go to the Multicast > IP Multicast Group Address
Click on the “+” icon :




Search

Status and Statistics

Administration

Port Management

Smartport

VLAN Management

Spanning Tree

MAC Address Tables

Properties

MAC Group Address
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9 C1300-8FP-2G - switch847b30
IP Multicast Group Address

The Bridge Multicast Filtering is currently enabled.

For IP Multicast Configuration to be effective, the Bridge Multicast Filtering must be enabled.

IP Multicast Group Address Table

= - £

Filter: [0 VLANID equals to R

(] P Version equals to

{P Multicast Group Address equals to

Source IP Address equals to Go Clear

[J VLANID IP Multicast Group Address  Source IP Address

O 1 f02::1:/84:7b30

20. Add the “224.0.0.251” IPV4 address, on VLAN 2, to allow discovery of the devices and

streams :

Add IP Multicast Group Address

£ VLAN 1D: 2

IP Wersion: (O Version 6

(®) Version 4

# IP Multicast Group Address: | 224.0.0.251

Source Specific: O Include

% Source IP Address:

Click on Apply once done

21. Now, select this new address, and open its “etails :
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Status and Statistics

Administration

Port Management

Smartport

VLAN Management

Spanning Tree

MAC Address Tables

Properties

MAC Group Address

» |Pv4 Multicast
Configuration

» [|Pv6 Multicast
Configuration

IGMP/MLD Snooping IP
Multicast Group

e C1300-8FP-2G - switch847b30

IP Multicast Group Address

The Bridge Multicast Filtering is currently enabled.

For IP Multicast Configuration to be effective, the Bridge Multicast Filtering must be enabled.

IP Multicast Group Address Table

L Rl Details...

Filter: [ VLANID equals to R

[0 IP Version equals to

IP Multicast Group Address equals to

Source IP Address equals to

(J VLANID IP Multicast Group Address  Source IP Address
O 1 ff02::1:ff84:7b30 *
@ 2 224.0.0.251 *
o 2 224.0.1.129 *
O z 239.1.1.250 *
o 2 239.1.86.101 *
O 2 239.1.219.2 *
O 2 239.255.255.250 "
O z 239.255.255.255 "

22. Set the routing of this IP to “static” on every port previously assigned to VLAN 2 :

IP Multicast Interface Settings X
WLAN ID: 2
IP Version: Version 4

IP Multicast Group Address: 224.0.0.251

Source [P Address: ®

Filter: interface Type equals to | Port ~

Interface
Static
Dynamic
Forbidden

MNone

GE1

I
[
A

GEZ GE3 GE4 GES

GE6 GE7 GEB8 GE9 GE10

® ® °|
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Click on Apply once done.
23. By default, Green Ethernet settings are applied, this needs to be disabled.

Please browse to Port Management > Green Ethernet > Properties

Untick both Energy Detect Mode and Short Reach, and untick 802.3 Energy Efficient
Ethernet (IEEE) as well.

Click on Apply once done.

e C1300-BFF-26 - swilchBa7 Q Bercherark | English . Avencd - Q) @ @

Properties Cancal

For the functions andfor parsmeatars configured on this page 1o becoma effctive,

Port Sattings

Error Racovery Settings

you may have to configure the comesponding port based parameters on Port Setings page.
Energy Detoct Mode:

Short Reach:

» UDLD Port LEDS:

£02.3 Encrgy Efficient Ethornet (EEE)

Port Settings

24. By default, the Bluetooth functionality is also enabled.
You may disable it under Administration > Bluetooth Settings
Untick Bluetooth Service

Click on Apply once done.
] 6 C1300-8FP-2G - swilteh847b30 Q eemchman | Englsh v Adaenced « ) € @

User Accounts

PIN: 5 Encrypied | et OruBigbKKPobdOCy
() Plantext 4 Digs
Bluetooth Device Name: % Switch Host Name
User Defined

BT Interface Description

BT IP Interface = Nong

User Defined
BT IP* Address
BT IP* Mask:

Metwork Mask

Prefix Langth

Mot Ready

25. Browse now to Quality of Service > General > QoS Properties.
Set QoS Mode to Basic.

Click on Apply
¥ Multicast 9 C1300-BFP-2G - switchB4T630 Q ooreman | Engist < adeces < @ @ B

b IPvd Configuration

QoS Properties Care
OoS Mode i
Advanced

General

Interface CoS Configuration Tabde
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26. Go now in Quality of Service > QoS Basic Mode > Global settings.

Set Trust Mode to DSCP

Click on Apply.
° et et Q e £ 2 [rowes < @ @
Global Settings m Cancal

CoS/802.1p-DSCP

Override Ingress DSCP: [ Enable

27. Go back to Quality of Service > General > DSCP to Queue.
Change the DSCP to Queue Settings as shown in the following picture and click Apply once

done.
e ' C1300-EFP-2G = swachBa 7030 Q serchmanc | Engish © manced « Q@ b
DSCP to Queue m Ganc
DSCP 1o Queus Table
Ingress DSCP Output Cusus Irgress DSCP Outpit Cusue Ingress DSCP Output Qe Ingreas DSCP Duitpait Cssiss
o(eg 2 16 (C52 1 2 (G 1 48 (CS6 B
1 1 17 1 1 49
2 1 18 (AF21 1 AF&1 50
3 1 19 1 1 51
N 1 20 (AF23 1 36 (AF4 1 52
1 21 1 1~ -
1 22 (AF2: 1 (AF&. 1~ a4 -
1 23 1 1~ -
8(Cs51) 1 = 24 (C53 1 40 (CS5) 1= 56 (CS57) B
1] 3 25 1 a1 1= 7
100 (A 3 26 (AF31) 1 a2 1 58
n 3 27 1 43 1 50
12 3 28 (AF32) 1 1 &0
13 3 29 1 1 61
14 (AF1 3 30 (A 1 F, 62
1 3 1 1 a 1 61

Note : Queue 34 : RTP AES67 / Queue 46 : PTP AES67 / RTP Ravenna / Queue 48 : PTP
Ravenna / Queue 56 : PTP Dante
28. Now is a good time to save the configuration.
Go in Administration > File Management > File Operations.
Select Duplicate as Operation Type.
Source File Name : Running Configuration
Destination File Name : Startup Configuration
Click on Apply
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e C1300-87P-2G - sWitchBa7 Q B sewires Englsh o adanced < @ @
File Operations
Operation Type: 3 Update File

O Backup Fie

Source File Nama:

% Runnirg Configuratn

O Startup Configuration

%) Startup Configuration

This will apply the current settings to the start up configuration.
In other terms that makes the configuration to be permanent (unless a reset of the device is
done).
29. You must now restart the switch for the changes to apply.
Click Administration > Reboot
Select Immediate and click on Reboot button.

Note that the device might take some time to reboot.

e C1300-BFP=2G = swachBA730 Q senchwman | Engish R N i N
To reboot the device, click the ‘Reboot’ bution,
)

Date Time

In Days Hours Mises

Restone 10 Factory Defaults

Clear Stanup Configueation File

¥ File Manay

How to Backup and import configuration files
Backup your configuration to a file

1. Go to Administration > File Management.
Select File Operations.
2. Operation Type has to be set to Backup File.
Source File Type : select Running or Startup Configuration, depending on your needs.
Copy Method : HTTP/HTTPS
Sensitive Data Handling : Encrypt
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File Operations Apply

3. Click on Apply.
The configuration file can be downloaded in your browser (as a .txt file)

Import a configuration file

IMPORTANT NOTE :
If you try to import a configuration file into the Running Configuration (the current one), it will
fail.

What you need to do is import from a configuration file to the startup configuration and then

reboot.

1. Go to Administration > File Management.
Select File Operations.

2. Operation Type : Update File
Destination File Type : Startup Configuration

Copy Method : HTTP/HTTPS

File Operations m »

[« Qre—— et < Q) O @

Chocse Fie | N

3. Now click on Choose File and in the choose file window, browse to the configuration file you
want to import.
Select the configuration file and click on Open.

4. Back in the main window, click on Apply to load your configuration file into the Startup
Configuration.

Once imported, the switch will send a notification that the operation has been completed.
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0O Syslog Notification (Notice):

0 Syslog Notification (Information):

5. You must now restart the switch for the changes to apply.
Click Administration > Reboot
Select Immediate and click on Reboot button.
Note that the device might take some time to reboot.

Q n et < Q@ @




