MERGING TECHNOLOGIES

Cisco SG300 Manual Switch Configuration - Legacy

© General Info.

This is in no case an exhaustive configuration procedure, It's a simple guide on how to configure these
switches to use them with Ravenna/AES67 networks.

© IMPORTANT NOTE ON IP ADDRESS RANGE :
The Internet Engineering_Task Force (IETF) has directed the Internet Assigned Numbers Authority (IANA) to

reserve the following IPv4 address ranges for private networks:
192.168.0.0 to 192.168.255.255 / 172.16.0.0 to 172.31.255.255 / 10.0.0.0 to 10.255.255.255.
Private IPs should only be in these ranges (see https://en.wikipedia.org/wiki/Private_network )

1. Access SG300-10&20 Administration

i ] Config Files
Please note that this only applies if you are accessing the router for the 1st time.

If you load one of our configuration files, the ip address for the admin page is 169.254.1.254
and the default user name and password is cisco

If you are doing this without one of our config files then follow this guide.
. Plug a network cable to the router/switch and to your computer.
. Set your computer to use an IP in the 192.168.1.x address pool.
© Default Network Access config.
The Cisco routers/switch's come with a default network configuration in that IP pool.

Default IP: 192.168.1.254

In order for your computer to communicate with the router/switch you must set your computer to use an IP
that is in that IP RANGE.

The router/switch default IP can be changed configuration page once you are logged into it.

You can find more information about it in the CISCO user manual

. Open a navigator page to navigate to: http://192.168.1.254


https://en.wikipedia.org/wiki/Internet_Engineering_Task_Force
https://en.wikipedia.org/wiki/Internet_Assigned_Numbers_Authority
https://en.wikipedia.org/wiki/Private_network
http://192.168.1.254/
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Once the page loads you will be prompted to enter the user name and password to login.

Default user name: cisco
Default password: cisco

() Change default user password.

After the login prompt, you will be asked to change that default password to whatever you want.
It is a required step and the first one into securing you're router/switch, it is also a one time step only.

After the default is changed, if you wish to change it again it you will have to do that in the Administration
page.
Reseting the switch to "factory defaults" that will also ask you to do this step again.

. The Administration page will now load and you cant start configuring your switch.

2.Setup 1- Single VLAN
First step is to change the IP configuration to use a APIPA (Automatic Private Internet Protocol Addressing) type of

IP.
The administration page will then be only accessed trough this new IP.

Putting this in an APIPA IP range ( 169.254.0.0/16 ) will ensure that you can always access its administration
page.

Ravenna devices generally use APIPA IP range to communicate over the network.

. In the "Getting Started" page, click on "Change Device IP Adress"

Getting Started

This page provides easy steps to configure your device

7 Initial Setup
Change Management Applications and Services
Change Device IP Address
Create VLAN
Configure Port Settings

. On "IP Address Type" chose "Static"

IPv4 Interface
anagement VLAN 1
IP Address Type: () Dynamic

© Static

. In the "IP Address" field and on the "Mask" chose as follows:
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IPv4 Interface
Management VLAN: 1~
IP Address Type: () Dynamic
© static
# |P Address: |169254_l254
# Mask: () Network Mask |255.255.0.0
© Prefix Length |16 (Range: 8 - 30)

That will make your switch administration page respond to that IP address.
Note that we used Prefix Lenght instead of Network mask (16 is the same as 255.255.0.0).
But you could also set it to 255.255.0.0 it would also work.

. Click on "Apply" to apply the changes to the current running configuration.

IPvé4 Interface
: 14
1P Address Type: Dynamic
© Static
# IP Address: 192.168.1.254
& Mask: 255.25
Loopback intertace: Enable
—
& Network Mask

Administrative Default Gateway: User Defined ,7
O None

Operational Defaull Gateway:

Autn Configuration via DHCP:  Enabled

ety [ cancer |

Note that this ONLY Applies the changes to the CURRENT RUNNING CONFIGURATION.
That means that if you reboot the router, the changes will be LOST.

So to PREVENT THAT you need to SAVE them into the current configuration.

. At the top right corner of the screen you will see "SAVE" blinking, click on it.

English

. A new page will open with the following:
Just CLICK ON APPLY, this will save the current running configuration to the startup configuration thus keeping
your changes even if the
Switch is rebooted ( if you reset they revert back to factory defaults ).
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Capy/Save Configuration

y wsireg afe in between reboots.
To relain e configurabion between reboots, make sure you copy e rnaing he p fibe aer you have compleled all your changes.

Source File Name: D Runining confguration
Startup configuraon
Badioup configuration
Marror configuration
Destination File Name: [~ Runnirg configuration
D Stmsp configuraton
Barchup configuration

Save leon Blinking: Enabled

|tpplys| | Cancel || Disable Save lcon Blinking |

. Click "OK" on the pop up window and its will start the save procedure, after that click on "Done" and you are all

good.

Copy/Save Configuration

Status: Copy finished

- Done |

NOTE, YOUR SWITCH WILL NOW RESPOND TO THE NEW IP ADDRESS.
SO YOU MAY NEED TO CHANGE YOUR COMPUTER IP INTO "AUTOMATIC"

The switch is now only accessible on HTTP://169.254.1.254
. On the "left pannel" menu click on "MULTICAST"

Small Business
e,

cisco SG300-20 20-Port Giga

Getting Started

Status and Statistics
Administration

Port Management
Smartport

VLAN Management
Spanning Tree

MAC Address Tables
bIPConiqmaﬁm_
» Security

» Access Control
3

3

¥ wv|(wv|wv|w¥wv | ¥ ¥

Quality of Service
SNMP

- The menu will expand to show the MULTICAST options.
Click on "IPV4 Multicast Configuration" to expand it.

_
Properties
MAC Group Address
IP Multicast Group Address
¥ IPv4 Multicast Configuration
IGMP Snooping
IGMP VLAN Settings
» IPv6 Multicast Configuration
IGMP/MLD Snooping IP Multicast Group
Multicast Router Port
Forward All
Unregistered Multicast

. Click on "IGMP SNOOPING" and the following show open up on the right pane.



http://169.254.1.254/
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cisco SG300-20 20-Port Gigabit Managed Switch

IGMP Snooping

IGMP ping Status: || Enable
IGMP Querier Status: [T Enable

fetpply] [ cancel || 1ome IP Mulicasi Group |

EntryNo. VLANID  IGMPSnooping  MRouter Ports Immediate  LastMember IGMP Querier IGMP Querier IGMP Querier ~Querier
Operati Status  Auto Leam Leave ‘Query Counter Status Election Wersion IP Address

1P Muli & Address ) 1 1 Disabled Enabled Disabled 2 Disabled Enabled vz

+ IPvd Multicast Configuration Copy Settings... Edit.

IGMP VLAN Settings
» IPv6 Multicast Configuration
IGMPIMLD Snooping IP Multicast Group
Multicast Router Port
Forward All
Unregistered Multicast

. Tick the "IGMP SNOOPING STATUS" to "ENABLE" and then click on "APPLY"

IGMP Snooping

IGMP Snooping Status: Ma I.(e sure both
- options are
IGMP Querier Status:  [E] Enable enabled.

Py 5{_Cancer [ 1GP Snooping P rscast Group |

. On the "IGMP SNOOPING TABLE", click on the radio button to select the only one present and then click on
"EDIT"

IGMP Snooping

IGMP Snooping Status: (£ Enable
IGMP Querier Status:  [E] Enable

fhppiy-| | cancel || IGMP Snooping IP Multicast Group |

EntryNo. VLANID | IGMP Snooping | MRouter Ports Immediate | LastMember IGMP Querier | IGMP Querier IGMP Querier Querier
Operational Status =~ Auto Leamn Leave Query Counter Status Election Version IP Address

.......... Disabled Enabled Disabled 2 Disahled Enabled

. A new window will pop up with this screen....
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WVLAN ID: 1=

IGMP Snooping Status: [T Enable
MRouter Ports Auto Learn:  [£] Enable

Immediate Leave: ["] Enable

# LastMember Query Counter: @) Use Query Robustness (2)

() User Defined | (Range:1-7)
IGMP Querier Status: [T Enable
IGMP Querier Election: Enable
IGMP Querier Viersion: v2
v3
Querier Source IP Address: Auto

User Defined  [182.168.1.258 |

\Apply—|[  Close |

. Tick the following options: (as shown in the picture) and click APPLY

WLAN ID; 1 ﬂ
[16MP Snooping Stws: B} Enable | { Thick the following IGMP options to enable them. |
MRouter Ports Auto Learn: || Enabie
Immediate Leave: [T Enable
| Last Member Query Counter: @ Use Query Robustness (2)
User Defined |
[iGMP Querier Status: Enable
IGMP Querier Election: [ Emable
|1GMP Querier Version: 0w
V3
IQuener Source IP Address: @) Auio
User Defined  [1921651752 =]

o] (o |

. It will then say its a SUCCESS and that you should save this to make it permanent.
Click the link "COPY/SAVE CONFIGURATION" in order to do that.

Success. To permanently save the configuration, go to thage or click the Save icon.

A
VLAN ID: | 1+ ﬁ
IGMP Snooping Status: Enable
MRouter Poris Auto Leamn: [ Enable Click the link to go
save your changes.
Immediate Leave: || Enable

= Last Member Query Counter: © Use Query Robustness (2)

) User Defined I Range: 1

IGMP Querier Status: [ Enable
IGMP Querier Election: [C] Enable
IGMP Querier Version: O vz

O v3

Querier Source IP Address: @) Aulp
() User Defined

ppyi| | Close |
Close

- Now we will find our selfs in the save configuration menu, just click "APPLY"



MERGING TECHNOLOGIES

Getting Started i 4
T | Copy/Save Configuration
+ Administration All configurations that the switch is currently using are in the running configuration file which is volatile and is not retained between reboots.
= To retain the configuration between reboots, make sure you copy the running configuration file to the startup configuration file after you have completed all your changes.
System Settings
Console Settings | - -
» Managementinterface Source File Name: © Running configuration
et At G ] p configuration
Idle Session Timeout - Eacaip configilion Save your Running Configuration into Startup Configuration.
» Time Setlings gD CanRgUrE N This will make your current settings be loade even if the
»_System Log Destination File Name: [/ Running configuration switch is rebooted.
[©_starup comguraton
Upgrade/Backup Firmware/Language | Backup configuration
Active Image
Download/Backup ConfigurationiLog five D Ex
‘Configuration Files Properties
|Copy/save Configuration]
DHCP Auto Configuration/image Update Availa sensitive data oplions ar mined by the cument user's SS0 niles
Reboot Save lcon Blinking:  Enabled
» Diagnostics
Discovery - Bonjour "
SR |—appiy-| [ cancel || Disabie Save icon Biinking |
» Discovery - CDP
Ping
Traceroute

. By default, Green Ethernet settings are applied, this needs to be disabled.

Port Management > Green Ethernet > Properties
Untick both Energy Detect Mode and Short Reach.
Untick 802.3 Energy Efficient Ethernet (IEEE)

S i SINCSS
o o [ ==

cisco  SG300-10 10-Port Gigabit Managed Switch

Properties

Eor .
¥ou My have 10 configure e COMESRONGNG Port ased paramters on Fart Sattings pags.

Enargy Detect Mode: || Enabig
Short Reach: [ Ematle
Port LEDs: « Enable
Fower Savings: 8%
Cumulatve Enargy Saved 0 Wt Hoer

802 3 Emwrgy EMcent Ethermat (EEE) | Enatle

- | cancel || Reset Enargy Savie Countar |

. By default, our config files use the Basic QoS Mode but the DSCP to Queue are settings modified.
Please check your current configuration and set them to the same as shown in this guide.

. QoS Mode: Basic MODE

» General
QoS Properties
Queue
CoS/B802.1p to Queue
DSCP to Queue
Bandwidth
Egress Shaping Per Queue
WLAN Ingress Rate Limit
TCP Congestion Avoidance
» QoS Basic Mode
Global Settings
Interface Settings
» (J0S Advanced Mode
» QoS Statistics

QoS Properties

QoS Mode: 1 Disable
® Basic
) Advanced

M [ Cancel
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. On the QoS Basic Mode / Global settings the Trust Mode should be : DSCP

T oce: coamel 1p
= cmce

[+ dmaan ORI 1 EES
[ LAN vacagemes e ms DICF. || Enatey

- F G e e | et | Cavin |

. Change the DSCP to Queue Settings as shown in the following picture and click apply to apply the new settings

to the current running configuration :

P — | i 0 e 1. [
———e e . f!wn.- i 8RN . £ :-
B | ] I I L : e
— (-] i Ay i e e -2 in prositebvapr ey
D 0 FET e E L E 3 e - -
CHSIL '8 1 S " 1. F - a (] - .
% R 1 AR 1 “ 1 - -
- 5 = e ., . :
VLAN irgras Pt Lt A FE 1 W AF . e v L -
TP Congasson " e n a1 L]
* Oodl Rlanic bode
ot et st B o [ mmoma
Oy- 1
- NaaF

. Once you click apply the following appears at the top of the DSCP to Queue window.

DSCP to Queue

Success. To save the gototne page or click the Save icon.

Click on the Copy/Save Configuration link to go directly to the save configuration page.

. Save your settings from Running Configuration to Startup Configuration (click apply to save).

cisco SG300-20 20-Port Gigabit Managed Switch

Copy/Save Configuration
Al h ¥ using are i file which is volatile and is not retained between |
To fetsn the configuralion betwean reboots, Make sure you copy ihe munning T g e afer y
Cansole [ §
» Man i indertaca Source File Name: & g:‘m".‘n"‘;mmn
User Accourts Bachup conbguration
Kl Session Timeout Mirror configurason
. Tls "T s':.":’ Destination File Name: () Running condguration
= St condguratan
= File Management Backup configuration
UpgradeBackup FirmwanelLan )
Active Inage -
Downlcad@ackip Confgurata E
Consguration Files Properties A sars S50 rules
DHCP Auto Configuraton . Sawe kon Blinking:  Enabled
Reboot
» Diagrastss E| Cancel || Disable Save kon Blinking |
Niar rusar . Aminisr

That will then apply the current settings to the startup configuration which will be run every time the switch
reboots.
In other terms that makes the configuration permanent (unless a reset of the device is done).

3.Setup 2 - Dual VLAN

© Adding VLANS.
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VLANT : will be used for regular networking.
VLANZ : will be used for Ravenna AES67.

By default the switch already has VLAN1 created with defaults for regular networking.
So we will be adding VLANZ2 for the for the Ravenna AES67 networking.

. Adding a VLAN for Ravenna Networking.
Click on "CREATE VLAN"

cisco SG300-20 20-Port Gigabit Managed Switch

Getting Started

o MERGING TECHNOLOGIES SA - CONFIGUREL

AN, The a5y SIEPS 10 CONNgUrE your device

+ Spanning Tree

» MAC Address Tables \I ~ Initial Setup

» Multicast

— Change Management Applications and Sarvices
Change Device IP Address.

+ Secunty CLICK

» Access Cantrol Comle LI CREATE VLAN

+ Cusality of Service Configure Port Sefiings

* SHMP

. Click on "ADD" to add a new "VLAN".

cisco SG300-20 20-Port Gigabit Managed Switch

» Stabes a0 Smienca AR
- et | VLAN Tatke
» Fort banagement VLAMID WVLANMame Onginalors | VLAN nterface State  Link Status
fipodt SHUF Trags
1 Dedault Enatled Enabled

PorVLAN Membership | CLICK ADD|
Privale VLAN Sattngs _

. Enter "VLAN ID": 2 (in this case 2) and Type a "VLAN NAME" (can be anything you want) and click "Apply"
[’ Add VLAN - Gaogl Chrome =Bl E]

@ 169.254.1,254/c57809d09%/Vmember/bridg_vlan_properties_ahtm
® VLAN
& VLANID 2
VLAN Name: [RAVENNA AESE]| 13/32 characiers used
WLANIMettace State: @ Enable Fillthe form:
<: Enter a ID number
Link Status SNMP Traps: # Enable Enter a Name
Range Check Both OPTIONS to Enable.
& VLAN Range: | - Range: 2 - 4094
ey | Close |

. Click on the "Copy/Save Configuration" link to go save your changes.

[ Add VLAN - Goagle Chrome.
@ 169.254.1.254/cs7E09d09% Vmember/bridg_wlan_properties_a.ntm?[VianMemberStatic T Que B

N Success. To permanently save the configuration, go to thef
click the Save icon.

® VAN

LAY
Lo CLICK TO GO SAVE CHANGES,
WLAN Name: 2 araciers wsed

WLAN Interface State: # Enable
Link Status SNMF Traps: [ Enable
Range

& VLAH |

e

. Choose "Running Configuration" to "Startup Configuration" and click "Apply"
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cisco SG300-20 20-Port Gigabit Managed Switch

Copy/Save Configuration
Al eonRGUratans Thal M SEith B CUTRNTY USING BN in N Funing CoARIUratan fle which S vLasle Gnd 1 Kot eained
To retain the rmake fie o

Bource Fio Rame.___ % Running conigurabion
TBRoE conPguTaton
Batkue tonsgurten
wmar Eanbguratan
[CHFETFE R Runing cenfiguraten
L= _Sian.p confguiaton |
Eackup confguraton

Choose:
- Rumning Config.
- Slartup Configuration

Save kon Bireig. Erabied

E Cancal [nms:nmm
. Click on "OK".
[ Confirm Dialog Box Closing » Google Chrome =B &
(D 169.254.1.254/c<7809d099/kubrick/confirmBox htm

The dialog box will be closed in order to nawigate by the link
Do you want fo continue?

e

CLICK

« Click on "DONE".

cisco SG300-20 20-Port Gigabit Managed Switch

Getting Startad

— Copy/Save Configuration

Status: Copy finished

System Seftings
Console Settings

ST =
User Accounts

You might want to reboot your switch after this.

© VLANSs

First we will examine how distribute ports across VLANSs in the switch (how we are going to split the ports

between vlans)

VLAN2 will use : PORTS 9 to 16 and 18 and 20
VLANT will keep: PORTS 1to 8 and 17 and 19

You can set this as you wish but by default this is how we will configure the VLAN2.

. Go to "VLAN Management" and click on "PORT TO VLAN" on the menu, it will open the port to vlan pane on the
right.

cisco SG300-20 20-Port Gigabit Managed Switch
Gelting Starled = -

e

| VLAN Membersife Table
Filter. Dequalsic 1w

ANDinerface Tyoe equalsto |Pon + | | Go
Mace Name  VLANMode  Mempemship Tygpe  PVID

(-] Trunk Untagged v *
GE2 Trunk unugged v
GE3 Trunk Untagged v -

. Then select 2 in "VLAN ID equals to" and click on the "GO" button, it will open a new pane with VLAN2 config.
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atliat e

cisco SG300- ort Gigabit Managed Switch

=

Dafault VLAN Settings. Intertace Name | VLAN Moce | Membérshin Type | PVID
WLAN Semings (=31 Trunk Unagged v | &
Intertace Semngs

GE2 Trueik Untagged |
{Portio VLAN |

As you can see by default all the ports for this VLAN are marked as excluded.

el 55300-20 20-Port Gigabit Managed Switch

Geming Started
»_Staius and Stakslics Port to VLAN =
» Administration VLAN Membership Tabie |I
b Fiter VLANID equalsto |2 v
» Smanport
ANDInferface Type equalsto |Fort v
Detault VLAN Seftings Interface Name  VLAN Mode Type | PVID
i) s‘g’ cE1 Trunk. Exciuded v
Interface ngs
=Ty GE2 Trunk Excluded v
POrtVLAN Membership GE3 Teunk. Excluded v
Private VLAN Setiings GE4 Trunk Excluded v
GVRF Settings &ES Trunk. Excluded v
: W“k‘"ma“"' GEs Trunk Exchided ¥
» L]
» Access PortMutbcastTvvia | S5 Trunk Extluded v
» Customer Port Multicast T vj | GES Trunk Exciuded ¥

We want to change that to choose which ports we are going to use...
Check the following figure, representing what we want to do.

| ienerface Name | VLAN Mose mmw-m
Exphuded
Exchuded

Exciuded
Extiuded
Exciided

v
v
Exchuded v
v
v

We want to wse ports 9 to 16 & 18 and 20
for our VLAN2 to use for the Ravenna

Network.
Exchuded v

Exchdea * ‘W will have to change they're

ranes ype to "Untagged” to add
them to our new VLANZ

Exphuded ¥

Exchuded

Exchuded
Exthided
Exchuded
Exchuded
Exchuded
Exchuded
Exphided
Exthuded v

Exciuded L r

Now we are going to add the ports to our new vlan, for that change the Membership Type of the ports we want
to add to VLAN2
from "EXCLUDED" to "UNTAGGED" as show in the picture bellow and click on "APPLY" to validate our changes.

Port to VLAN

ierlice Name | VLAN Mode  Membershio Tyee
&1 Trank Exchmted .
OE Trenk Exghated .
[ =] Trank Exchmted .
G Trank Exthaied v
(=] Trank Exchmted .
GES Trenk Exghated .
o L Erced  » Choose all the ports youwant to
EY Trank Exchageg ¥ Irsclusde in your VLAN and mark them|
(=] Trank Untagges v - a8 "UNTAGGED™
GER Trenk Untigged T - Ay sthar port shosid be left In the
SEN Trank Untagges v - membership type as “Excluded”
[« 3F4 Trank unbgges v o’
e Trank Umaggea v |
e Trank unbgges v o’
aEis Trank Umaggea v |
GE18 Trank Urtagges v b
SET Trenk Exchmted -

il Uritigges 2
SE1E Trank Exshmted -
GEXD Trank Urtagges v -

[
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. Then click on the "COPY/SAVE CONFIGURATION" link to go save this configuration.

cisco SG300-20 20-Port Gigabit Managed Switch

Galing Saned
+ Sk and Saisics Sl
'+ Asmnamaton
T suum.lh save the g 1 1 Cosyvaave Congurancn page of ek ihe Save icon.
»_Smamon Y
— [ AN
‘DafauR VLAN Sefings Filme VLAV sl (2 T iick on this link to g5
mmn Iy e——— ™Y save your changes.
.mm‘mm VLAN Mode  Mermbenshio Ty PO

. Save the current configuration into your startup configuration so you don't lose any changes if the device is
rebooted..

atlvenlny
cisco

S5G300-20 20-Port Gigabit Managed Switch

. Click "DONE" to finish, you might want to reboot your switch.

il 5G300-20 20-Port Gigabit Managed Switch
Getting Started -
» Status and Statistics.

———

Copy/Save Configuration

Status: Copy finished
System Settings
Console Settings

» Management Interface

. After this is done if you check VLANT1 config you can see that all the ports from VLAN2 are now auto excluded
from VLANT.

il $G300-20 20-Port Gigabit Managed Switch

Galling Starad

» Status and Statistics Port to VLAN
» Adminisiration VLAN Membership Table
b 20 MAAORRT [Finer vianio equaisto |1 v
» Smartport
Properties ANDintertace Type saualsto [Pon v | | Go ||
Smartport Type Settings Intarface Mame | VLAN Mode | Membership Type | PVID
Tm_aﬁ?t?s_. GE1 Trunk Untagged v + \
Default VLAN Setings :; I::: E:::::: : : As you can see in this picture, all the
VLAN Settings g ports we added to VLANZ are now auto
Interface Satings GE4 Trunk Untagged v | excluded from viaN1.
GES Trunk Untagged v -
Port VLAN Membership GES Trunk Untagged v -
m;:‘m‘h:wm GET Trunk Untagged v o+
» VLAN Groups _GES Trunk Untagged v +
+ Voica VLAN =3 Trunk Excluged  +
» Access Port Mulicast TVVLAN GE10 Trunk Excluded v
» Customer Port Mulicast TV VILAN cEN Trunk Excluded v
* Spanning Tree GE12 Trunk Excluded v
R MAC. fukiracs Fables GE13 Trunk Excluded v
hmbubicact, GE14 Trunk: Excluded v
» IP Configuration GE15 Trunk Extluged =
taShciih, GE16 Trunk Excluged  +
RGNS GETT Trunk: Untagged ¥ | <
2=l 2 Sanvice, GE18 Trunk: Extluged v ¥
» SNMP
GE19 Trunk Untapged v o
GE20 Trunk Excluged v f
v cancel|

. Thatis it, you now have VLAN1 and VLAN2 and their traffic is independent from each other.

. Go to "Administration" then click "Management Interface" and then "IPV4 Interface", the following pane will
open in the right.
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cisco SG300-20 20-Port Gigabit Managed Switch —

IPv4 Interface

ManagemeeiVLAN: v

1P Address Typs: Dynamic

. Stac
o 1P Addres: 1602541254
o o M # Mework Mask (265 25500
B Asdeises Pratis Lengh, |
s Detaun Router List

. In Management VLAN choose 2 and on IP Adress type in the IP Adress you want.
I suggest you use the settings as shown in the picture bellow.

Note For VLAN2 appear on "Management VLAN" you will have to have something connected to it (at least one
port in USE).

cisco SG300-20 20-Port Gigabit Managed Switch —

Dymami:
= Stanc

o P Address: 1682541 254

= Metwork Mask |255.25500
Prafix Length

Save your settings, and reboot the device.
. Click on "MULTICAST" on the left menu.
e,

cisco SG300-20 2

Getting Started

Status and Statistics
Administration

Fort Management
Smartport
WLAN Management

Spanning Tree
MAC Address Tables

L B

IP Caonfiguration
Security

Access Control
Quality of Sernvice
SNMP

I

. Click on "IPV4 Multicast Configuration" and then click on "IGMP SNOOPING".

Froperties
MAC Group Address
IF Multicast Group Address
» [Pv4 Multicast Configuration
IGMP Snooping
IGMP %LAN Settings
» PG Multicast Configuration
IGMP/MLD Snooping IP Multig
Multicast Router Port
Forward All
Unregistered Multicast

« The following pane should show up in the right side.

Make sure "IGMP SNOOPING STATUS" & "IGMP QUERIER STATUS" are ticked "ENABLE" as show in the
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picture.
IGMP Snooping

WGMF Snooping Salis: o Enatle
IGMF Cuarier Sty o Enable |

o | \oup snasping

==

o Acmenemmman ) wessn ik o R
+ Fonbamagent

- A G B En

2 et om0 g e |

. In the window that just popped up edit the entries there (all the yellow marked entries, should be set as shown)
and click "APPLY"

[ Edit IGMP Srooping Settings - Google Chrome ==
® 169.254.1.254/csTE0R09S/multicast/IGMP_Snooping_e_jig.htm 3]
VLAN D Z=
IGMP Snooping Status: @ Enabia
MRouter Ponts Auto Leam: (] Enable
Immadiate Leave: [0 Enable

 LastMember Query Counter. w Use Query Robustness (2)

) User Defined | (Range: 1-7

IEMP Cuerier Status: i# Enable
1GMP Querier Electon: [0 Enable
1GMIP Cugrier Version: @ vz

O ¥

Cuerier Source IP Address: @ Aulo
) UserDefineg  [165254.1254 v |

— o |

. Click on Copy/Save Configuration link (yellow marked) to go save your configuration .

[ Edit I3MP Snocping Settings - Google Chrome:
@ 169.254.1.254/c5sTE0009 multicast/IGMP_Snoaping_e_jg.htm By
W) success. To save the 0 go o the page of click the Save =
kon,
VLAN ID: I
IGMP Snoaping Status: # Enasle
MRouter Ports Auto Leam: (1) Enable
Immediate Leave: [ Enable
© Last Member Cuery Counter, @ Use Guery Robustness (2)
() User Defned I (Range: 1-7
1GNP Querier Status: ¥ Enadle
IGMP Querier Election: i) Enable
IGMP Cuerier Version: vz
v3
CQuerier Source IP Address. @ Aulo
O UserDefned [TEE2540254 ¥
ftpptpe| [ Ciose | .

. Choose "Running Configuration" and "Startup Configuration" and click "Apply".
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T Copy/Save Configuration
L dminis| All configurations that the switch s currently using are in the running configuratic
To retain the configuration between reboots, make sure you copy the running col
. :Tn:::mmm: e Source File Name: (= Running configuration
Startup configuration
User Accounts Backup configuration
idle 5‘“"_"“ Timeout Mirror configuration
: : me &r;r:a Destination File Name: () Running configuration
‘= Startup configuration
~ File Management Backup configuration
Upgrade/Backup Firmwa .
At‘ﬁ'ﬂ?lmﬁﬂe Sensitive Data: =
Download/Backup Config N
Cﬂmumon Files Pmﬁ! Available sensitive data oplions are determined by the
DHCP Auto Configuratiol Save lcon Blinking: Enabled
Reboot
» Diagnosics fapplysss | Cancei || Disable Save lcon Biinking
Discovery - Bonjour
» Discovery - LLDP
s Risrnuar . AMHB

. Click on "DONE"

. By default, Green Ethernet settings are applied, this needs to be disabled.
Port Management > Green Ethernet > Properties
Untick both Energy Detect Mode and Short Reach.
Untick 802.3 Energy Efficient Ethernet (IEEE)

il 2

Small Bt
cisco SG300-10 10-Port Gigabit Managed Switch
Properties

For the functons anditr paramelers configured on this pags i become effective,
¥OU My harve 10-configure M Comesponding por based parameters on For Sattings page

Enrgy Dedect Mo || Enatig
Short Rinach I Enasio
Fort LEDs: « Enstla
Fowar Savings: 5%

Cumulatve Enargy Saved 0 Vet Hour

802.3 Ergrgy ERcan Emanet (EEE) || Enatig

J|_ cancel || Reset Ensrgy Saving Countar |

. By default, our config files use the Basic QoS Mode but the DSCP to Queue are settings modified.
QoS Mode: Basic MODE

Quality of Service

v General
QoS Properties
Queue
CoS/802.1p to Queue
DSCP to Queue
Bandwidth
Egress Shaping Per Queue
WLAN Ingress Rate Limit
TCP Congestion Avoidance
+ (oS Basic Mode
Global Settings
Interface Settings
» QoS Advanced Mode
» QoS Statistics

QoS Properties

QoS3 Mode: () Disable
(s Basic
) Advanced

[t el
. On the QoS Basic Mode / Global settings the Trust Mode should be : DSCP
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Tirmd lsboscias CoRBll 1p

= DO
e [ C L ERT S e
b WLl MasagETE i Pg [raF ER g

+ A Aideioinia, Shblic, CECP Dverds ks | | Camew |

. By default these are the DSCP to Queue settings, we will change that.
Change the DSCP to Queue Settings as shown in the following picture and click apply to apply the new settings

to the current running configuration :

rt Gigabit Managed Switch

A e DECF  CupCume igrees DSCE oyt Ooece DECP _ Cuml Cui
e T e =) - ETT) ) =" aw
T ee— e w iR} n e 5 [
oo MO e | 3 . way e M =
ociAl anas T, El " » ¥ D
e — I AW s Wi K] ] Tw
- ::“""'“" ¥ . 2 o w 0 Tw
e p— | | = D L 5 =
B T | . . al= R [
e sicen = ey iR awices = e i prosslea ooy
ot Proowres v . ) . W . 5 e
Cumn T A e a i - "
CoRB2 18 " 5 F : a T3 = =
% e e duEm e “ K - e
Lgrwm Stapes Fut Cuce X i £] o = iy - i
LA Fres e Lot e e Wy wiEE) "
T Conphion esasaris " i 1 i ) a
+ o s st
* ot ot e = P
Gt s

. Once you click apply the following appears at the top of the DSCP to Queue window.

DSCP to Queue

Success. To save th go to thy page or click the Save icon.

Click on the Copy/Save Configuration link to go directly to the save configuration page.

. Save your settings from Running Configuration to Startup Configuration (click apply to save).

cisco SG300-20 20-Port Gigabit Managed Switch

Savekon Binking:  Enabied

- ipn ==
R

That will then apply the current settings to the start up configuration witch will be run every time the switch
reboots.

In other terms that makes that configuration to become permanent.

4.Backup Switch Configuration

. Go to "Administration" and click "File Management" to expand it.
Then click on "Download/Backup Configuration" to open the "Download/Backup" configuration pane.
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Getting Started -
——— Download/Backup Configuration/Log
SISHSton Transfer Method: via TFTP
System Seftings = via HTTPHTTPS
Console Settings via SCP (Over SSH)
» Management Interface
SN Save Action: = Download
ile Session Timeout il
» Time Seftings
» System Log o Source File Name: Choisissez un fichier | Aucun fichier chols
» File Management I . ’
I 2 i
Upgrade/Backup Firmware Destination File Type: ' Running configuration file

Startup configuration file
Backup configuration file

Configuration Files Prope
= = ﬁ| Cancel |

Py

DHCP Auto Configuratio

. Click on Backup", in source file leave it on "Running Configuration" file (its the default).
In "Sensitive Data" choose "Encrypted" (its the default) and then click "APPLY".

cisco SG300-20 20-Port Gigabit Managed Switch

Getting Started
T Download/Backup Configuration/Log
. : Transfer Method: via TFTP
System Settings & via HTTRHTTPS
Console Settings via SCP (Over S5H)
» Management Interface
User Accounts .
e Sesson Timeout S e —— — L]
Time Settin
: & Luqu Source File Type: ® Running configuration fila
e Startup configuration file
v I Backup configuration file
UpgradeBackup Firmware Mirror conBiguration file
Active Image Flash Log
—
Configuration Files Propertig EEREEE - :Txill:::eu
Copy/Save Configuration Plaintext
DHCP Auto Cenfiguration/ing Available sensitive data options are determined by the current user's S50 rules
Reboot
» Diagnostics
B vy

. Click Done" and that is it.

et $G300-20 20-Port Gigabit Managed Switch

Gatting Startad
e Download/Backup Configuration/Log

| tratio _ Bytes Transferred. 14138
System Setfings Status: Copy finished

Console Setiings Error Message:

Management Interface

User Accouris sy

Idle Session Timeout

Time Settings

System Log

File Management
Upgrade/Backup Firmware|
Active Image

-

5.Import Switch Configuration

If you try to import a running-config.txt file into Running Config (the current one running, it will fail.)

What you need to do is import from a running-config.txt to the startup configuration file as a destination and
then reboot.

That will turn the running config into startup config witch will load at startup and become the running config.
This might sound a bit confusing, but if you follow the procedure bellow it will work fine.

. Go into "Administration" then click "File Management" to expand,
then click "Download/Backup Configuration" to open its pane.
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Administration

-
System Settings

Console Settings

Management Interface

User Accounts

Idle Session Timeout

Time Settings.

System Log

» File Management
Upgrade/Backup Firmware
Active Image
Download/Backup Configur
Configuration Files Properti
Copy/Save Configuration
DHCP Auto Configuration/in|

Reboot

Diagnostics

Discovery - Bonjour

Discovery - LLDP

Discovery - COP

Ping

Traceroute

-

v w

-

v v

. Inthere in the "Save Action" click on "Download" (its chosen by default).

Then on "Destination File Type" choose "STARTUP CONFIGURATION FILE"
Then click on BROWSE and a new window will pop up.

cisco  S5(G300-20 20-Port Gigabit Managed Switch

Transter Method: ia TFTR
© wia HTTPMTTPS
wia SCP [Over S3H)

sera 0 e o — O]

Backup
« File Management @ Source File Name: Browse... No Nl selectad,
. I
Type: () Rumning configuration il
e et
— Backup confgurason file

e e S ecn e | (R (o]
Download/Backup Configuration/Log

Transfer Method: via TFTP
* via HTTRHTTPS
via SCP (Over SSH)

& Download
* packp TN «—

# Source File Name: —=Choisissez un fichier | Aucun fichier choisi

Destination File Type: Running configuration file
) Startup configuration file

Backup configuration file

. In the browse window" point to the location were your config file resides and choose it and click "open".

6 Ouie =]
GO" &+ aoran b Téléchargements = [#2 | Rechercter dons : Tetécharge.. P |
Crgeniser = Mouseau dossier =~ [0 8
B Buresu “  Nom : Modifié be Type
“. Emphicements ¢ | A77/2017 1047 AM__ Document b

& Onive

Gl Biblicthéques
# Documents
= Images
o Musique
-1 Subversion
B videos

% Ordinatews
& Disque local ()
¥ BATCH (Vwbonsr
s DATA [Fi) ball . Lt

Mo du fichier: running-condig = [ Tousles fichiers -
(i)

. Then click"Apply" for it to load your configuration file into the STARTUP CONFIG.
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Getting Staried
| B —= | Download/Backup Configuration/Log
IE——— Transter Method: via TFTP
O via HTTPHTTPS
wia SCP (Over SSH)
S pcar O Do N -
o =
© Source File Mame: Browse... sarp-confg bt
Destination File Type: ) Running condiguration e
Sxamap condguration fle
Backup configuraion file
CopyiSave Confguraton
DHCP Auto Configuratinimage Updase | [=ohoptyo] [ Canced |

. Click "Done" to complete the procedure.
YOU WILL HAVE TO REBOOT FOR THE CHANGES TO TAKE PLACE.



